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DETAILED ACTION 

1 . This document is the first Office Action on the merits. This action is responsive 
to the following communications: The Non-Provisional Application, which was filed on 
November 19, 2003. 

2. Claims 1-31 have been examined, with claims 1, 8, 9, 13, 14, 22, 23, and 31 
being the independent claims. 

3. Claims 4, 5, 17-19, 26-28, and are objected to. 

4. Claims 1-3, 6-16, 20-25, and 29-31 are rejected. 

Information Disclosure Statement 

5. An singed and dated copy of applicant's IDS form 1449, which was filed on June 
3, 2005, is attached to this Office Action. 

Claims Rejections - 35 U.S.C. 102 
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

6. Claims 1-3, 6-16. 20-25, and 29-31 are rejected under 35 U.S.C. 102(b) as 
being clearly anticipated by GalaxyTrading.net, "GalaxySpy, Monitor & Secure Your 
Internet Connectivity," October 2, 2002, last downloaded by the Examiner on March 19, 
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2006 from: 

http://web.archive.org/web/2002102230917/www.galaxytrading.net/galaxyspy.jsp, 
pages 1-2 [hereinafter "GalaxySpy"]. 

Regarding independent claim 1, GalaxySpy teaches: 

A method for blocking dereferencing elements in a message, the method 
comprising: 

accepting a source file for the message; 

identifying one or more elements within the message source file, wherein 
the elements specify references to sources of content to be dereferenced upon 
rendering of the message; 

rewriting the references to the sources of content of the elements 
identified in the message source; 

passing the message source to a message display output; and 
rendering the message in the message display. 
(See, GalaxySpy, teaching a system wherein the following actions are inherent: 
downloading a source file with a message, identifying elements within the message 
source file wherein the elements specify references to sources of content to be 
dereferenced upon rendering of the message, passing the message source to a 
message display output, and rendering the message in the message display. See also, 
GalaxySpy, teaching that the "web bugs" that are the "references to sources of content 
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to be dereferenced upon rendering of the message," and that such "web bugs" are 
displayed or logged.) 

Regarding dependent claim 2, GalaxySpy teaches: 

The method of claim 1 further comprising specifying a security policy 

setting, wherein the rewriting of the references to the sources of content is in 

accordance with the security policy setting. 
(See, GalaxySpy, teaching the HTTP requests can be displayed or logged and that 
blocked domains may be unblocked..) 

Regarding dependent claim 3, GalaxySpy teaches: 

The method of claim 1 wherein the rewriting of the references to the 
sources of content comprises replacing the reference to the source of content 
with an empty string. 

(It is noted that rewriting links is a method by which dereferencing links are blocked. 
See, GalaxySpy teaching that HTTP requests may be blocked.) . 

Regarding dependent claim 6, GalaxySpy teaches: 

The method of claim 1 wherein the message source file is a Hypertext 
Mark-up Language (HTML) document. 
(See, GalaxySpy, teaching HTML as the language of the message source.) 
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Regarding dependent claim 7, GalaxySpy teaches: 

The method of claim 1 wherein the message display is an HTML rendering 
display. 

(See, GalaxySpy, teaching HTML as the language of the message source. It is inherent 
in a message in HTML that, absent intervention, the message will be displayed as an 
HTML rendering.) 



Regarding independent claim 8, GalaxySpy teaches: 

A computer-readable medium containing instructions for performing a 
method for blocking dereferencing elements in a message, the method 
comprising: 

accepting a source file for the message; 

identifying one or more elements within the message source file, wherein 
the elements specify references to sources of content to be dereferenced upon 
rendering of the message; 

rewriting the references to the sources of content of the elements 
identified in the message source; 

passing the message source to a message display output; and 
rendering the message in the message display. 
(Claim 8 incorporates substantially similar subject matter as claimed in claim 1 , and is 
rejected along the same rationale.) 
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Regarding independent claim 9, GalaxySpy teaches: 

A method for removing referring source information in a hyperlinked 
document, the method comprising: 

accepting a source file for the document; 

identifying one or more elements within the message source file, wherein 
the elements specify references to hyperlinks; 

rewriting the references to the hyperlinks identified in the message source 
to be prepended with a reference to a redirect file; 

passing the message source to a message display output; and 
rendering the message in the message display. 
(Claim 9 incorporates substantially similar subject matter as claimed in claim 1, and is 
rejected along the same rationale.) 

Regarding dependent claim 10, GalaxySpy teaches: 

The method of claim 9 further comprising specifying a security policy 

setting, wherein the rewriting of the references to the hyperlinks is in accordance 

with the security policy setting. 
(Claim 10 incorporates substantially similar subject matter as claimed in claim 2, and is 
rejected along the same rationale.) 
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Regarding dependent claim 11, GalaxySpy teaches: 

The method of claim 9 wherein the message source file is an HTML 
document. 

(Claim 1 1 incorporates substantially similar subject matter as claimed in claim 6, and is 
rejected along the same rationale.) 

Regarding dependent claim 12, GalaxySpy teaches: 

The method of claim 9 wherein the message display is an HTML rendering 
display. 

(Claim 12 incorporates substantially similar subject matter as claimed in claim 7, and is 
rejected along the same rationale.) 

Regarding independent claim 13, GalaxySpy teaches: 

A computer-readable medium containing instructions for performing a 
method for removing referring source information in a hyperlinked document, the 
method comprising: 

accepting a source file for the document; 

identifying one or more elements within the message source file, wherein 
the elements specify references to hyperlinks; 

rewriting the references to the hyperlinks identified in the message source 
to be prepended with a reference to a redirect file; 

passing the message source to a message display output; and 
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rendering the message in the message display. 
(Claim 13 incorporates substantially similar subject matter as claimed in claim 1, and is 
rejected along the same rationale.) 



Regarding independent claim 14, GalaxySpy teaches: 

A method for blocking dereferencing elements in a message, the method 
comprising: 

accepting a source file for the message; 

rendering the file in a first message display output; 

grouping one or more elements within the rendered message into security 
level groups; 

rewriting the elements to be processed through a protocol handler; 

passing the message source to a second message display output; and 
rendering the message in the second message display. 
(Claim 14 incorporates substantially similar subject matter as claimed in claim 1, and is 
rejected along the same rationale.) 



Regarding dependent claim 15, GalaxySpy teaches: 

The method of claim 14 further comprising specifying a security policy 
setting, wherein the processing of the elements by the protocol handler is in 
accordance with the security policy setting. 
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(Claim 15 incorporates substantially similar subject matter as claimed in claim 2, and is 
rejected along the same rationale.) 

Regarding dependent claim 16, GalaxySpy teaches: 

The method of claim 15 wherein the processing of the elements by the 
protocol handler comprises redirecting to an original target destination. 
(Claim 16 incorporates substantially similar subject matter as claimed in claim 1, and is 
rejected along the same rationale.) 

Regarding dependent claim 20, GalaxySpy teaches: 

The method of claim 14 wherein the message source file is an HTML 
document. 

(Claim 20 incorporates substantially similar subject matter as claimed in claim 6, and is 
rejected along the same rationale.) 

Regarding dependent claim 21, GalaxySpy teaches: 

The method of claim 14 wherein the first and second message displays 
are HTML rendering displays. 
(Claim 21 incorporates substantially similar subject matter as claimed in claim 7, and is 
rejected along the same rationale.) 
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Regarding independent claim 22, GalaxySpy teaches: 

A computer-readable medium containing instructions for performing a 
method for blocking dereferencing elements in a message, the method 
comprising: 

accepting a source file for the message; 

rendering the file in a first message display output; 

grouping one or more elements within the rendered message into security 
level groups; 

rewriting the elements to be processed through a protocol handler; 
passing the message source to a second message display output; and 
rendering the message in the second message display. 

(Claim 22 incorporates substantially similar subject matter as claimed in claim 1, and is 

rejected along the same rationale.) 

Regarding independent claim 23, GalaxySpy teaches: 

A method for blocking dereferencing elements in a message, the method 
comprising: 

accepting a source file for the message; 

rendering the file in a first message display output; 

grouping one or more elements within the rendered message into security 
level groups; 

rewriting the elements to be processed through a protocol handler; 
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passing the message source to a second message display output; 

rendering the message in the second message display; 

combining a base Uniform Resource Locator (URL) and a relative URL 
into a full URL; and 

passing the full URL to be processed to a protocol handler. 
(Claim 23 incorporates substantially similar subject matter as claimed in claim 1 , and is 
rejected along the same rationale.) 

Regarding dependent claim 24, GalaxySpy teaches: 

The method of claim 23 further comprising specifying a security policy 

setting, wherein the processing of the elements by the protocol handler is in 

accordance with the security policy setting. 
(Claim 24 incorporates substantially similar subject matter as claimed in claim 2, and is 
rejected along the same rationale.) 

Regarding dependent claim 25, GalaxySpy teaches: 

The method of claim 24 wherein the processing of the elements by the 
protocol handler comprises redirecting to an original target destination. 
(Claim 25 incorporates substantially similar subject matter as claimed in claim 1 , and is 
rejected along the same rationale.) 
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Regarding dependent claim 29, GalaxySpy teaches: 

The method of claim 23 wherein the message source file is an HTML 
document. 

(Claim 29 incorporates substantially similar subject matter as claimed in claim 6, and is 
rejected along the same rationale.) 

Regarding dependent claim 30, GalaxySpy teaches: 

The method of claim 23 wherein the first and second message displays 
are HTML rendering displays. 
(Claim 30 incorporates substantially similar subject matter as claimed in claim 7, and is 
rejected along the same rationale.) 

Regarding independent claim 31, GalaxySpy teaches: 

A computer-readable medium containing instructions for performing a 
method for blocking dereferencing elements in a message, the method 
comprising: 

accepting a source file for the message; 

rendering the file in a first message display output; 

grouping one or more elements within the rendered message into security 
level groups; 

rewriting the elements to be processed through a protocol handler; 
passing the message source to a second message display output; 
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rendering the message in the second message display; 
combining a base URL and a relative URL into a full URL; and 
passing the full URL to be processed to the protocol handler. 

(Claim 31 incorporates substantially similar subject matter as claimed in claim 1 , and is 

rejected along the same rationale.) 

7. It is noted that any citations to specific, pages, columns, lines, or figures in the 
prior art references and any interpretation of the references should not be considered to 
be limiting in any way. A reference is relevant for all it contains and may be relied upon 
for all that it would have reasonably suggested to one having ordinary skill in the art. 
See, MPEP2123. 



Allowable Subject Matter 
8. Claims 4, 5, 17-19, and 26-28, are objected to as being dependent upon a 
rejected base claim, but would be allowable if rewritten in independent form including all 
of the limitations of the base claim and any intervening claims. 

Regarding claims 4, 17, 18, 26, and 27: 

The prior art fails to disclose or suggest every limitation of claims 4, 17, 18, 26, 
and 28. Accordingly, claims 4, 17, 18, 26, and 28 include allowable subject matter. 
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Regarding claims 5, 19, and 28: 

Claims 5, 19, and 28 are dependent upon claims 4, 18, and 27, and thus include 
allowable subject matter. 

Conclusion 

9. The following prior art is made of record and not relied upon that is considered 
pertinent to applicants' disclosure: 

Higley, (U.S. Patent 5,790,793), teaching HTML messaging. 
Wilcox, J., "New Outlook to Give Spammers the Boot," CNET News.com, 
November 1 , 2002, published on the Internet at: 

http://news.com/New+Outook+to+give+spammers+the+boot/2100-1001l3- 
964166.html, downloaded pages 1-3. 

GalaxyTrading.net, "GalaxySpy," Press Release, October 3, 2002, last 
downloaded by the Examiner on March 19, 2006 from: 

http://web.archive.org/web/20021003034642/www.galaxytrading.net/press/releas 
es.jsp, 1 page. 

Gouthro, L, "Review: Tool protects and educates Web surfers," CNN.com, 
February 5, 2002, pages 1-2. 

Individuals associated with the filing or prosecution of a patent application are 
reminded of their obligations pursuant to 37 CRF 1.56. See generally, MPEP 2001 and 
subsections. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Michael K. Botts whose telephone number is 571-272- 
5533. The examiner can normally be reached on Monday Thru Friday 8:00-4:00 EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Heather Herndon can be reached on 571-272-4136. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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